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Network administrators and security professionals often rely on tools like 
Wireshark to capture and analyze network traffic. However, the absence of 
user-based session management in these tools is a critical issue, as it leads to 
challenges such as: 

● Manual File Management: Users must manually save, organize, and track 
capture files. 

● No Built-in user authentication: Securely associating sessions with 
specific individuals is challenging, highlighting the need for robust user 
access control. 

● Risk of Data Loss or Mismanagement: Without proper organization, 
session data is at risk of being misplaced or mishandled, posing a. security

Problem Definition
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A robust, user-friendly tool for monitoring and analyzing network traffic. This 
tool is designed to help IT professionals, network engineers, cybersecurity 
specialists, and even everyday users efficiently monitor and secure their 
networks by capturing and analyzing packet data.

Existing Tools: 
• Tools like Wireshark are wisely used for network traffic analysis 
• They allow users to capture and analyze networks packets in real-time 

Manual Session Management: Users can only download in save capture files 
themselves, leading to potential disorganization or data loss. 

No User-Based Access Control: Anyone with access to the system can view 
or manipulate saved session files. 

Scalability Issues: Managing numerous capture files becomes cumbersome, 
especially in multi-user environments. 

Steep Learning Curve: The interface can be overwhelming for beginners, and 
certain features lack user-friendly implementation 

Project Management/Use Case
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Individual User Stories
Role & Contributions
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Role:

● Product Owner/Team Lead
● Full Stack Developer

Main Focus:

● User Authentication Implementation
● Database Configuration
● Saved Sessions Functionality

Key Contributions:

● Designed and implemented a secure user authentication system with sign-up, sign-in, and 
logout functionality.

● Configured the K-9 Data database for optimal performance and reliability.
● Debugged and optimized front-end and back-end components, enhancing overall 

functionality across the project.
● Saved Sessions, Authentication API, UserManagement, polishing Sniffer API

User Stories: Edward Medina
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Role:

● Full Stack Developer

Main Focus:

● Backend Integration
● Packet Filtering 
● Interactive Dashboard Display
● Database Connectivity

Key Contributions:

● Mapped back-end functions, such as the Python packet sniffer file, to the dashboard's capture 
features for smooth integration between data processing and the user interface.

● Developed a filtering function in Java, using a packet filtering template, enabling users to analyze 
specified packet types in real-time.

● Added a feature in the packet sniffer script to scan available interfaces on the device and an 
interactive display for packet details

● Connected the database server to capture and store packets generated by the K-9 software.
● Contributed to the development of packet details, traffic summary, and real-time packet display

User Stories: Sharek Rendon
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Role:

● Front End Developer

Main Focus:

● Prototype creation
● JavaScript/CSS page creation
● Ensuring intuitive functionality/appearance

Key Contributions:

● Designed the rough draft of our project using Axure RP.
● Incorporated React into our project to bring it to life, creating the 

project’s buttons, links, pages (sign in/sign up, forgot password, 
dashboard, session management/capture control, and profile 
settings), and more via JavaScript.

● Styled the pages/buttons/links to represent the FIU color 
scheme.

● Established an overall attractive and intuitive appearance to 
ensure optimal user experience.

User Stories: Maritza Medina
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User Stories: Tiago Muller
Role:

● Pentester / Security Backend Developer

Main Focus:

● Finding Vulnerabilities
● Fixing Vulnerabilities
● Developing backend security solutions

➢ Input Sanitization
➢ User Authentication

● Create Risk Matrix based on vulnerabilities found such as CWEs (Common Weakness Enumeration)

Key Contributions:

● Ran several vulnerabilities testing tools such as Bandit for Python files, ESLint to find problematic patterns and enforce 
best practices, OWASP and some more.

● Assisted in developing the user authentication part of the backend development in Python, to validate users upon logging 
in, making sure the inputs are sanitized to prevent command injection, passwords are hashed, security question for 
password reset and made sure that data is stored securely.

● Created a risk matrix as seen to the right of this slide, which includes the main CWEs (Common Weakness Enumeration) 
that were found by the Pentesting programs, all of which were either fixed or attempted to get fixed, those that were not 
fixed were analyzed for Disaster Recovery and Business Continuity efforts to make sure that we have solutions in place 
in case those vulnerabilities are exploited.
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Role:

● Backend Developer

Main Focus:

● Designing and creation of sniffer python program 
● (prior to front-end implementation)

a. Interface Selection
b. Packet extraction
c. Protocol Support
d. Protocol Breakdown

● Packet Capture Verification and Validation
● Captured Packets Storage to SQL Database

Key Contributions:

● Created our packet sniffing protocol with support for multiple protocols (TCP, UDP, HTTP, DNS, ARP, IP, and IPv6) - 
sniffer has capturing, displaying, filtering, and saving/exporting capabilities.

● Implemented methods for the individual packets to be saved to a ‘captured packets’ table within our SQL Database.
● Validated sniffer program by comparing packet capture results with well-known packet capture tools available in the 

market (i,e, WireShark).

User Stories: Carlos Imery
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Software Design 
Breakdown
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Sequence Diagram - System Design
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Database Schema Design
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Class Diagram
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Software Breakdown



COLLEGE OF ENGINEERING AND COMPUTINGFLORIDA INTERNATIONAL UNIVERSITY

User Authentication Pages:
Sign In
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User Authentication Pages:
Sign Up
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User Authentication Pages:
Forgot Password



COLLEGE OF ENGINEERING AND COMPUTINGFLORIDA INTERNATIONAL UNIVERSITY

User Authentication Pages:
Settings
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Capture Pages:
Dashboard
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Capture Pages:
Saved Sessions
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Summary
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Summary

Key features of K9 Packet Sniffer include:

❖ Open Source: Accessible to a broad audience with continuous enhancements.
❖ Simplified Workflows: Offers a secure portal with user authentication for reviewing, 

managing, and downloading packet capture sessions in one place, eliminating the 
disorganized downloads common with other tools.

❖ Efficient Network Monitoring: Enables users to easily capture and monitor local 
network traffic.

❖ Enhanced Security: Focuses on securely storing packet captures to safeguard 
sensitive data.

With the release of K9 Packet Sniffer, the tool combines powerful functionality, simplicity, and 
security, making it easier and more efficient to diagnose network issues, enhance security, 
and explore traffic. The video concludes with an invitation to experience the upgraded 
features of the tool.

Contact Info:

❖ Edward Medina
➢ emedi074@fiu.edu

❖ Maritza Medina
➢ mmedi185@fiu.edu

❖ Sharek Rendon
➢ srend011@fiu.edu

❖ Tiago Muller
➢ tmull025@fiu.edu

❖ Carlos Imery
➢ cimer001@fiu.edu

The K9 Packet Sniffer is a robust, user-friendly tool designed to monitor and analyze network traffic. It is targeted at IT professionals, 
network engineers, cybersecurity specialists, and even casual users seeking to efficiently secure their networks. While tools like 
Wireshark are widely used, K9 addresses their limitations by prioritizing user-friendliness, secure organization, and streamlined 
workflows.
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